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. . . The internet is essential for ongoing contact in the modern world, yet its
Article history: effectiveness might lessen the effect known as intrusions. Any action that
Received September 26, 2022 negatively affects the targeted system is considered an intrusion. Network
Revised October 29 20'22 security has grown to be a major issue as a result of the Internet's rapid

expansion. The Network Intrusion Detection System (IDS), which is widely
used, is the primary security defensive mechanism against such hostile
assaults. Data mining and machine learning technologies have been
extensively employed in network intrusion detection and prevention systems

Accepted December 20, 2022

to extract user behaviour patterns from network traffic data. Association rules

Keywords: and sequence rules are the main foundations of data mining used for intrusion
Data Mining detection. Given the Auto encoder algorithm's traditional method's bottleneck
Intrusion Detection System of frequent itemsets mining, we provide a Length-Decreasing Support to

Identify Intrusion based on Data Mining, which is an upgraded Data Mining
Techniques based on Machine Learning for IDS. Based on test results, it
appears that the suggested strategy is successful.
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I. INTRODUCTION

A piece of software called an intrusion detection system (IDS) keeps an eye on and protects a
network from intruders. The rapid development of Internet-based technologies has resulted in the
development of numerous application aspects for CNs. A few of the LAN & WAN applications that have
become more commonplace recently are those related to business, finance, industry, security, and healthcare
[1-4]. Area networks are an enticing target for theft because of all these uses, endangering the neighborhood.
The internal systems of a business are used by malicious users or hackers to gather data, take advantage of
software flaws, and exploit operational issues before bringing the system back to default. As the Internet
grows more common in society, new things like viruses and worms are introduced [5-7]. Due of its lethal
nature, users can use it to delete unencrypted text and passwords.

Users need security as a result to safeguard their systems from intrusions. A well-known security
technique for protecting both private and public networks is firewall technology. IDS is used by insurance
companies, medical apps, credit card fraud, and system-related operations [8-10]. The goal of an IDS is to
detect malicious traffic. This is accomplished by the IDS by monitoring all incoming and outgoing traffic. A
few methods can be used to implement an IDS. The most well-liked two of these are: spotting irregularities
The foundation of this strategy is the detection of traffic irregularities. Calculated is the observed traffic's
deviation from the typical profile. There have been numerous implementations of this strategy that are based
on measures for calculating traffic profile deviance.

Numerous researchers used various techniques, such as early-stage screening, and created novel
ways for the early prediction of cancer therapy outcomes [11-14]. In the realm of medicine, cutting-edge
technologies are used, and the medical research community has access to vast volumes of cancer data that
have been gathered. Machine learning techniques are now a well-liked tool for medical researchers.
Numerous machine learning techniques, including feature selection and classification, are frequently used in
cancer detection. To find patterns and relationships in large datasets, machine learning techniques are applied
[15-18].
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Signature/Misuse Detection: This method looks for patterns and indicators of previously known
attacks in network traffic. The signatures of well-known attacks are often kept in a regularly updated database.
This method of handling intrusion detection is comparable to how anti-virus software functions. An alarm for
theft has been activated, according to IDS [19-21]. A home can be safeguarded against theft, for instance,
using a lock system. If someone tries to break into the house by breaking the lock system, the thief alarm
detects the lock being broken and sounds an alarm. Additionally, firewalls do a superb job of screening
incoming Internet traffic. A typical Intrusion detection system is shown in figure (1).
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Figure 1. Intrusion detection system

For instance, external operators can access the intranet via a modem linked to the company's private
network; however, a firewall does not protect this form of access. To identify and stop vulnerable traffic, an
intrusion prevention system (IPS) analyses network traffic. Network (NIPS) and host defense systems are the
two categories of defense systems (HIPS). These systems monitor network activity and take automated
security measures to protect the system and network. There are numerous false positives and suggestions in
the IPS issue. Events that trigger an IDS alarm but don't lead to a successful attack are known as false
positives. An incident that doesn't trigger an alarm during an assault is known as a false negative. Single
points of failure, altered signatures, and encoded traffic are a few instances of inline functionality that could
be problematic. Using IDS, the system's performance is evaluated [22-25].

1. RELATED WORKS

To progress the field of machine learning and employ it in several study fields, including healthcare,
it is necessary to create newer algorithms. According to a recent study, machine learning can be used to treat
cancer [26-27]. A new era of individualized medicine with swift and sophisticated data analysis, previously
unreachable, is beginning with the use of machine learning and Al techniques in basic and translational cancer
research. Countless data sets and machine learning algorithms aid in the diagnosis, treatment, and prognosis
of cancer, among other aspects of the fight against disease. Machine learning makes it possible to tailor the
therapy to the patient, which would not be possible without it.

In this study [28], a method for using an orthopantomogram to detect oral tumors is proposed. To
maintain these edge characteristics as well as the conspicuous watershed on images, which causes over
segmentation despite being pre-processed, a novel mathematical morphological watershed approach is
suggested. Marker controlled watershed segmentation is used to segment tumors to prevent over
segmentation. In this paper [29] a hybrid model is put forth that consists of two stages, the first of which uses
the ReliefF-GA feature selection method to identify the best feature of the subset and the second of which
uses the ANFIS classification to categories patient survival after a specific number of years since diagnosis.
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Two datasets of oral cancer with clinicopathologic and genomic markers each were used to test the suggested
predictive model. It has been tested that the suggested model performs better when both types of datasets are
used, along with additional techniques like logistic regression, support vector machines, and artificial neural
networks [30-34].

The detection rate of intrusive attacks can be improved with this technology when compared to
earlier single learning model strategies. Thanks to a parallel training method and huge data methodologies,
the model building time of BDHDLS is drastically reduced when multiple machines are deployed. In this
[35-38], they deployed a machine learning-based intrusion detection system (Random Forest) for CSE-CIC-
IDS-2018, and it delivered a remarkable score of 99 percent accuracy. The NSL-KDD data set was used by
the authors of this paper to conduct a thorough review of several studies pertinent to machine learning-based
IDS. They suggested a generic process flow for anomaly-based IDS and spoke about its elements in relation
to earlier studies. then offered a few intriguing ideas for future research [39-41]. This article explores the
potential integration of machine learning and data mining techniques with intrusion detection technology for
cyber security. Phishing detection will eventually be automated and transformed into an artificial intelligence
task since neural networks, which are the basis of intelligence, are constructed on multi-layer perceptrons.

11l. PROPOSED METHODOLOGY

The study of self-improving computer algorithms is referred to as machine learning. Applications
range from information filtering systems that automatically learn consumers' preferences to data mining
techniques that discover general principles in large data sets [42]. Contrary to statistical methods, machine
learning approaches are perfect for learning patterns without any prior knowledge of what such patterns might
be. Clustering and classification problems are the two most prevalent ones in machine learning. Both
problems have been addressed through strategies that have been applied to IDSs. 1) Classification methods:
The objective of a classification task in machine learning is to categorize every instance of a dataset. An IDS
that employs classification tries to classify all traffic as either benign or malicious. The objective is to lessen
the number of false positives (traffic deemed damaging but not malicious) and false negatives (classification
of malicious traffic as normal).

In the past, a hybrid clustering-based approach was utilized, where the right number of clusters was
decided upon first, followed by clustering. The data was grouped using the Auto encoder technique, and the
genetic method was used to estimate the ideal number of clusters [43]. Due to the limitations of the prior
study, we chose to use more advanced clustering approaches that produce superior outcomes to the earlier
work. We use the information-gathering strategy to choose attributes in the provided method. The data was
then grouped using the Fuzzy C-means approach, with the optimal number of clusters being determined using
DE.

DE is a novel heuristic approach that has three benefits: it is rapid, it allows for control parameters,
and it discovers the original global minimum regardless of the initial parameter values. The DE algorithm
uses crossover, mutation, and selection operators like a genetic algorithm. It is a population-based algorithm.
To function, the Autoencoder algorithm adheres to a set of principles. Each data point has a cluster center
associated with it based on the distance between the cluster core and the data point. You may find out more
around about the cluster center and its participants. Each data point's membership must unambiguously equal
one. After using the formulation as indicated in equations (1) and (2), update each periodic membership and
cluster center.

uij:1/2i=1(dij/dik)(%_1) 1)
v =i (i)™ x) iz (wi)™) s V=12 e 2

Where n-> no of data points

v;—— jth cluster center

M - fussiness index

c—> no of cluster centres

u;; >membership of ith data to jth cluster center
d;j——Euclidean distance amongst ith data & jth cluster center.

Key objective of fuzzy c-means algorithm is to minimize using the equation (3).
JW,V) =2 Ziea )™l — yill* @)

Where [lx; — v;||*Euclidean distance amongst ith data & jth cluster center.
The dataflow diagram of IDS is displayed in Fig.2. The flow diagram shows he steps involved in the
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implementation of this research work. IDS can be secluded in following factors: Dataset, Feature Selection,
Training Phase, Testing Phase and Classifier.

Dataset

Data pre-processing

Feature Selection

Training Phase

Testing Phase

Classifier

Figure 2. Process Diagram

Utilizing classifiers, intrusion detection systems are assessed. Whether the result of the algorithm is accurate
or not. Our classifier utilizes ID mapping to guarantee the output of the class is accurate. After removing the
attribute, the dataset is compressed into seven attribute datasets, one of which is the attribute ID number. K
refers to the ID number in the CSE-CIC-1DS2018 dataset for the same sample. The ID number of the reference
output is used to cross-reference and verify accuracy. A positive no is referred to as a "true positive" (TP).
tuples from the classifier that have been correctly labelled. False positive (FP): This term describes the
quantity of negative tuples that classifiers inadvertently identify as positive. False Negatives are positive
tuples that were mistakenly classified as negatives (FN).

The proportion of true positives to false positives is how precision is measured.

TP
Precision = — (4)

FP
The ratio of true positives to the total of false positives and false negatives is known as recall.
TP
Recall= —— (5
ccall = mprrny ©

The overall accuracy of the classifier is its accuracy.

Precisi
recision _ Accuracy (6)
REcall

Table 1. Comparison of the accuracy of the current approach, the proposed approach, and the AWS dataset
CSE-CIC-IDS2018

Precision Recall Accuracy
Existing 79.15 81.27 80.24
Proposed 92.29 93.17 93.12

Table 1 compares proposed and ongoing research projects including the Auto encoder method. The
comparison demonstrates that the proposed work has better precision and recall as well as better accuracy
than the prior effort.

IVV. CONCLUSION

Crimes involving intrusions are on the rise. Therefore, compared to intrusion detection systems that make
use of conventional clustering techniques, the best intrusion detection system must be found. In this study,
we developed an intrusion detection system that does not have a predetermined group number (k) and instead
uses the algorithm to identify the type of intrusion. The fitness function is used to calculate the ideal value of
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K, which facilitates the efficient creation of optimized clusters and improves the effectiveness of type of
attack detection. as opposed to intrusion defenses.
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