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Article Info ABSTRACT

The Internet of Things (IoT) is the recent research topic. The term “Internet

Article history: of Things" (IoT) is a term that was conceived in 1999 by Kevin Ashton. The
Received July 12, 2023 Internet of Things (IoT) is a network of physical objects or "things" that are
Accepted Oc tobe’r 03. 2023 embedded with devices, software, sensors, and networking in order to provide

more value. By sharing data with the manufacturer, and by providing service
operator or other devices that are linked, every single element is different. It
is distinguishable due to its embedded computing system, but able to work
together in the current internet. The IoT is being implemented in every hook

Published December 10, 2023

and corner of industry and personal life of people. Governments are taking
note and examining IoT from different perspectives. One aspect is how IoT
10T system can help with performance, analytics and other tasks. Intelligence and
decision making are the most important aspects. It combines various sensors
and objects to interact directly with one another without human interference.
This research paper focuses on the state of the art of loT architecture. It has
Ne,twork Layer four significant layers, the Perception Layer, Network Layer, Middle Layer
Middle Layer and Application Layer. The sensors can provide information on emerging
Application Layer health-care issues. Sensors have recently been considered as one of the most
rapidly developing fields in physics, electronics, and biotechnology, and it is
the one that has benefited the most from advances in individual
microelectronics, optical, and computer sciences technologies.
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1. INTRODUCTION

The Internet of Things (IoT) [1] definition has begun to shape present-day situation, including the familiar
person’s daily growth in community, an earth in which materials of all shapes and sizes are produced with
“smart” proficiency that enable them to communicate and interact not only with other gadgets but also with
user, transact data, make sovereign decisions, and perform useful tasks based on present situations. The
Internet of Things (IoT) is becoming increasingly popular. With its many implementations, it is becoming a
well-known phenomenon across many parallel and upward markets [1].

To illustrate how the Internet of Things could impact daily lives of people, consider the following scenario:
Exercise wristband vibrates as walk through the pharmacy, taking necessary and sending the report to doctor
to change the instruction. To avoid collisions, car interacts with other cars on the road as drive home. Machine
to Machine [8] contact was the foundation of the Internet of Things in its early years, without the need for
human intervention. The communication medium is could be either Wireless or Wired.

The most visible results of the [oT will be visible in both the working and domestic fields from the perspective
of a private person. Assist is a word that comes to mind in these situations. Learning is only a few examples
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of potential implementation situations in which the latest paradigm will undoubtedly play a key role in the
near future.

In the same way, from the point of view of establishment users, the Internet of Things is used in fields like
automation [2], intelligent transportation, industrial engineering, logistics and healthcare. However the main
issues are how to attain complete interoperability or coactions between interconnected devices and how to
give them an inflated level of intelligence by allowing them to adjust and behave autonomously.

While ensuring the users and their data’s confidence [10], protection, and privacy. IoT further would
introduce a slew of new issues relating to resource efficiency in low power and resource constrained objects.

The following paragraph explains how the rest of article is organized: here will discuss IoT Elements,
Architecture, issues and challenges, Sensor technology and Applications.

2. ELEMENTS OF AN IoT
Sensors
An electronic system that generates electric powered, visual, or digital information borrowed from a natural
thing is referred as a sensor. Data collected by sensors is then electronically converted into data (productivity)
that can be used by “intelligent” devices to make decisions (user) shown in Figure 1.
Networks

A. The signals, acquired by sensors, are then transmitted through networks using complete and different
elements of a normal network, such as routers and bridges in various topologies, such as Local Area
Network, Metropolitan Area Network [11], and Wide Area Network. In Wireless networks like
Bluetooth, Zigbee, Z wave, Machine to Machine — 2G, 3G, 4G and 5G networks, Low Power Wide Area
Networks, Narrow band are using IoT networks depicted in Figure 1.

Standards

To aggregate all operations for manipulating, transforming and accumulating the data acquired from the
sensors falls within the third moment of the implementation techniques. This amount raises the rate of data
by expanding the range, capacity and density of data accessible for analysis, but aggregation is only possible
through the adoption of multiple standards, which vary based on the IoT usages [12].

Intelligent analysis

Uprooting information from data for exploration is the fourth moment of IoT. Analysis is informed by
intellectual technology [10] and the accompanying models that make cognitive automation easier to adapt.

Intelligent analysis Intelligent actions

FIGURE 1: It depicts the elements of an IoT

K. Kowsalyadevi and N. V. Balaji, (2023). AN INCEPTION TO SENSOR AND IoT TECHNOLOGY. 18



ISSN: 2583 5343 Int. J. of IT, Res. & App, Vol. 2, No. 4, Dec 2023: 17-23

Intelligent actions

With group of advancements in user interface and user experience technology, intelligent behavior can be
represented as machine to machine and machine to human interfaces for example.

3. IoT ARCHITECTURE
Perception or Recognition Layer

Recognition Layer is another name for perception layer. It is made up of networked devices, such as wireless
actuators and sensors. Data was collected using the physical equipment depicted in Figure 2 (Radio Frequency
Identification reader), Global positioning system and using various types of sensors. This layer converts data
into signals and transfers to the Network Layer through secure channels. These protocols are used in that
layer IEEE 802.15 [5], Z-WAVE, UWB, and IrDA etc.

Network or Transmission Layer

This layer transmits data from the perception unit to the data processing method in a safe manner. IPV4/IPV6
(Internet Protocol version 4/6), RPL, cognitive RPL, 6loWPAN other protocols are used in this layer. The
transmission technology is often wired or wireless technology will be 3G [4], UMTS, Wi-Fi Bluetooth, etc
depicted in Figure 2.

Support Layer or Middle Layer

This layer collects information from the above layer and stores it in a database. Before moving to the data
centre or fog, the system does pre processing on the data. It performs computations and makes automatic
decisions based on the outcomes. These protocols are MQTT, DDS, AMQP [3], XMPP etc.

Application Layer

In systems like standard backend data centre, data is analyzed, handled and stored. Get information from the
middle layer and it’s responsible for application management such as Smart Health, Smart Car, etc. Protocols
are used in the same way as middle layer.

Smart Applications
(Graphic Data

Fepresentation)

Application
Layer
Middleware
Layer

Process Information
(Decision Unit Data
Analytics)

Data Transmission
(Metwork Technology)

Network Layer

Data Gathering
(Physical objects

sensors and actuators)
@ PRIDMW
Lav:
ayer @ g o
J

FIGURE 2: ARCHITECURE OF an IoT
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4. 1oT ISSUES AND CHALLENGES

The Internet of Things has the potential to transform the internet and provides great economic
benefits, but it also confronts a number of significant difficulties as shown in Figure 3.

System

Foundation

IOT ISSUES

CHALLENGES

AND Managing

Assortment

FIGURE 3: IoT Issues and Challenges

System Foundation

One of the most significant barriers to [oT is the current internet architecture's limitations in
terms of flexibility, availability, conformity, and scalability.

Security issues

The problems in the security sector [2] are:

e Safeguarding IoT architecture preservation must be established at creation and processing point,

e Proactive detection and security of IoT across arbitrary intrusion (e.g. Denial of Service and
Distributed Denial of Service attacks) and exploitation.

Privacy issues

The following are the unique problems in the view of user privacy:

e control over personal data and control over person's physical region and mobility

Trust challenges

Some of the specific challenges in the domain of trust include:

e  The requirement for a simple and natural flow of essential, and secure. For example, intelligent
devices will communicate on behalf of users / organizations with services they can trust, and IoT

designed trust in mind.

Managing Assortment

Creating and effective architecture is important for actuator network and repository, managing large
amounts of data and processing it to give valuable services.

SENSOR TECHNOLOGY USING an IoT

Sensors are objects that can collect data, so they can play a vital role in the Internet of Things. A sensor is
exchange that detects a physical quantity and converts it into an electrical signal that can be read by any

instrument or observer.
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4.1 Sensor Technology using in Agriculture Field
Temperature Sensor
An integrated data preparation sensor that could be used to calculate condition for an electrical yield

corresponding to warmth (in degrees Celsius). It may be able to accurately measure temperature without the
use of a private controller.

Temperature Sensor

[P

Humidity Sensor Water Level Sensor

FIGURE 4: Sensors in AGRI field
Moisture or soil Sensor

A soil sensor is a sensor that detects the moisture content of the soil. The sensor, like the simple and thirsty
crop is needed. It will be defined, by the simple crop limit will be altered. It takes a stab for open even short
insane [8]. The yield could be secondary or poor in comparison to the best yield.

Humidity Sensor

Humidity Sensor is shown in Figure 4, Humidity sensor is a collection of connected circuit sensors [7] that
can be used to detect the presence of water in the air. Circuit sensor is another type of sticky sensitive resistor
made from natural macro molecule materials that may be used in activities such as clinics, stockpile, and
workshops. The yield of the stickiness sensor in relation to temperature tells the presence of water in the air
(in RH percent) [7].

Water Level or float ball Sensor

This sensor also known as float balls [8] shown in Figure 4, are circular, tube shaped objects with a place or
suitably merged things that are brighten in water and other flowing, and are made of either lie down or
adaptable material. They are non electrical devices that are occasionally used as view perceptions marker for
surface outlining and leveling [9].

4.2 Sensor Technology using in Medical Field

Temperature Sensor

It is a device that determines the temperature [6], used to regulate how well IoT devices do at different
warmth. It detects any natural change reciprocal to the temperature delivering reaction by measuring the

amount of heat energy produced by the material [9]. There are two types of warmth sensors: contact and non
contact sensor.
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Pressure Sensor

It transforms the pressure of a liquid into an electrical indicator by measuring it [7]. The most popular
sensors used in IoT are pressure gauges and barometers. Pressure gauges can be used in a variety of IoT
applications including biomedical instrumentation, construction and so on.

Pulse Sensor

A temperature sensor and heartbeat pulse sensors are used in the planned system to track the patient’s
health status. These sensors are combined with a microcontroller and a wireless link to create an Internet of
Things based device for passing patient information.

ECG (Heart rate)

The system's vital function will be to extract the bio signal and ECG. Using an ECG [8] sensor shown in Figure
5. Doctors, nurses, and relatives can check the patient's condition they can continuously monitor the graphical
representation of the patient's data [9].

T emperature Sensor Blood Pressure Sensor

In M edical Field

e
N\ ’ W,

Pulse Sensor ECG (Heart rate)

FIGURE 5: Sensors in Medical field
5. APPLICATIONS OF IoT
Aerospace and Aviation

Extensive [oT relativity enables networks to communicate with one other, allowing for efficient collaboration,
service, conversation between humans and machines. Both land and air works are being transformed by loT.

Applications of IOT
[] . T oy —

L
TERMET OF THINGS —

Aerospace and Automobile

Aviation

Retail, Logistics and Environment
Supply Chain Monitoring
Management

FIGURE 6: IoT Applications
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Automobile

In the automotive industry, the Internet of Things increased transportation [1] productivity and management
capacities, paving the way for a smart, and autonomous car future.

Telecommunication [12]

Now when the investment is tracking, telecom companies are ideally positioned to be one of the top IoT
players because they allow most internet device access. They will use [oT to expand their Business [11] and
contacts and give customers more new services.

Some other IoT applications are shown in Figure 6,

Medical and Healthcare

Transportation

Agriculture

Retail, Logistics and Supply Chain Management
Environment Monitoring

Recycling

6. CONCLUSION AND FUTURE SCOPE

It is clear that this article discussed [oT layers, elements as well as sensor technology and applications. This
may be IoT based and could include smart devices like smart watch. They are now considered highly
important for providing alerts to improve the health condition of users. It culminates in the concept of
“anything, anywhere, anytime”.
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